Two-factor authentication

www.scmagazine.com

You might think that two is more complicated than one, but that is not always
the case. By Julian Ashbourne

SOmething you know, something
you have, something you are is
the authentication mantra, refer-
ring to passwords or access codes,
physical devices like tokens and
dongels,and biometrics. Two-factor
authentication uses two elements

to ensure that a user is who they
claim to be,with a far higher degree
of certainty than any single compo-
nent could offer.

Because there is great diversity
in authentication technology, two-
factor products vary widely from

one another. Identifying which so-
lution best suits your need can be a
confusingjob,so SC examined thir-
teen products to compare features,
ease of use and overall security, fit-
ting the technologies to the re-
quirements of real-world users.

Entrust USB Token

Supplier Entrust, Inc.
Price $40
Contact www.entrust.com

Entrust is known
for its expertise in

managing and secur-

ing digital identities,
BEST BUY and the Entrust USB
token is a two-factor authentica-
tion product worthy of the com-
pany’s reputation. The token is
based upon the Rainbow
Technologies iKey 2032 device, a
proven product.

The USB tokenis used tostore
the user’s digital credentials, inc-
luding their Entrust digital cer-
tificates and keys. It can be easily
connected directly to the USB
port, but a neat USB extension
lead with a ‘docking station’ is
also supplied should the port be
difficult to access regularly. When
accessing a protected application,
either within the enterprise cam-
pus or externally, the user, having
connected the USB token,simply
enters their unique PIN and the
appropriate digital credentials
are passed to the network. The
token features 32kb of storage
specifically for digital certificates
and keys and is FIPS 140-1 level
2 (Federal Information Proces-

sing Standard) certified and com-
patible with PKCS 11 (PublicKey
Cryptography Standards) as well
as Microsoft CAPI.Itis also USB
1.1/2.0 compliant.

One hurdle with the use of keys
and certificates within a PKI in-
frastructure is their ongoing
management implications and
their ‘complexity’ to those unfa-
miliar with the concept. This is ad-
dressed with a simple USB token
approach.

In testing, it was notable that
the necessary drivers and soft-
ware at the client end installed
faultlessly. Using the Entrust web
facilities, a digital identity was
created easily and quickly for test
purposes, enabling access to the
protected area of the site in an in-
tuitive manner which would pres-
ent no problems for the vast
majority of users.

This usability is of course one

of the perceived benefits of a
well-conceived USB token solu-
tion and Entrust have imple-
mented their version of this idea
very well, ensuring that the bene-
fits of strong authentication, digi-
tal certificates and, where
appropriate,digital signature and
data encryption can be realized
without exposing the user to un-
necessary complexity.

In this product,we have a solid,
standards-based approach using
proven technology that is versa-
tile enough to satisfy the require-
ments of many at a reasonable
cost.

SC MAGAZINE RATING
Features ok %k
Ease of use 2.0.8.0.0 ¢
Performance Yk k ok
Documentation 0.8, 0.8 0%¢
Support Yk k ok

Value for money 2.8.8.8.8 ¢

OVERALL RATING

FOR Ease of installation and setup.
AGAINST Very little.

VERDICT A sound token-based
two-factor authentication solution
from a leading supplier.
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